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Overview R scure

 How contactless technology works
 What are the attack opportunities?
» Interpretation of reported cases

* |s contactless indeed so vulnerable?
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How contactless technology works R scure
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Contactless smart card R scure

Antenna for energy + data transmission

/ Die of chip

2

v

/

Plastic payment card Contact interface (optional)
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Reading distances smart card R scure

a )
Contactless Smart
Chip Reader card < 25cms
g P "\
Active
communication
< 7 meters
reader signal v
< 4 meters Sources
chip signal

1. Gerhard P. Hancke, Practical Attacks on
Proximity Identification Systems (Short
Paper)

 / 2. Finke, T., Kelter, H., Radio Frequency
Identification - Abhérmaoglichkeiten der
Kommunikation zwischen Lesegerat und
Eavesdropping Transponder am Beispiel eines 1SO14443-
Systems, Bonn 2004
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Used for payment? R scure
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* Further limited usage

Tag
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Smart ]
 Used by national &
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What are the attack opportunities? R scure

Protect against
1. Unauthorized payment

2. Privacy violation

1. Anyone can send
data to reader

y 2. Rogue reader

> 4 ™ ANV O

Contactless
Database Chip Reader

N _ J Smart
ﬁ card

3. Eavesdropping
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An interpretation of reported cases R scure

1. Tags for payment

2. Contactless credit cards

3. RFID virus
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1. Tags for payment R scure

J High-tech cloning - Reuters Blogs - Mozilla Firefox :||E|rg|
File  Edit  Miew  History  Bookmatks  Tools  Help :

<.|‘E| - s @ ﬁ ‘ b http:f{blogs.reuters, comy2006/07 f22 high-tech-cloning/ ’.,._-,i| "| P‘] vi gl

Q)

A
Re —

REUTERS D

You are here: Home > Mews > Reuters Blogs

MEDIAFILE viultitasking at HOPE, VCRs seek a

High-tech cloning

July 22nd, 2006, filed by Mic Fulton

Mayhe her head turns all the wa

Subscribe to MedisFile via RSS
Mhat iz RSST)

RECENT POSTS

rang, Kravis ‘'cap (golf) foes

FIfit bleeds, it leads

+ Motorola promises product
strategy revamp

FiPhone A-QK - ATET

v Kann you feel the love at Dow
Jones?

v Sam Zell: International man of
rmystery

Wintel? Yeah, not so0 much...

sifirginia Tech shootings: Local
media shines online

v Al Jazeera comes to YouTube

» Seattle papers make deadline

Updated with cormment from VenThip spoliesman:

With the debate over genetic cloning in full <
hackers could not have cared less at a conf
Mews York City, where two presenters demo
electronic eguivalent of making a copy of an
RFID ar radio frequency 1D chip.

The point was to show just how easy it is tc
detection device that purports to uniquely id
individual.

Annalee Mewitz (left) and Jonathan YWwesthu
presented their experimentations at the HOI
B conference in Mew Yark City infront of a ¢

hackers, tweakers and phone phreakers.

"This is the first time someone has cloned an human-implanted RFID chip," Mewitz said.
hawva hoan ~hinnad lanathan rafare A o ac an ivnlantad nat ! b

< ! s
Done

Public 14



The story R scure

 Tag is implanted in arm by night club in Barcelona

e Tag links to customer account (Euro 1,000)

i Customer payS drlnkS Wlth tag source: www.engadget.com

 Researchers eavesdropped on tag and cloned it

 Yes, easy to clone
* Should implement good crypto

« Limited hardware: not (yet) OK for payment if
you don’t control the environment

o Case of limited crypto: ExxonMobile Speedpass

source: former rfidanalysis.org
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and, zap the chip with a camera R scure

e Chaos Computer Club (GER) demonstrated this in 2005 on a tag

* Inconvenient if this happens
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2. Contactless credit cards R scure
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The story

e Credit cards got contactless smart card

 Easy add-on to terminals

« Payment schemes designed new protocols

 Researchers found in 20 credit cards (2006)

W N e

Clone a card & re-use it
Privacy violation
Replay of transaction

Relay of transaction

Public

R scure

18



Interpretation — privacy & clone R scure

 |Indeed, not so clever to use the same PAN
newlD

* But, expecting few cards with this
(Against practice of payment schemes) ﬁ

« Extension of magstripe cloning and

privacy problem PAN Name ExpDate

R

A

PAN Name ExpDate g
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Interpretation — clone & replay R scure

 Replay not feasible with a unique transaction code

 Implementations a lot
newlD DynCVV
Protocols seem to cater for this ﬂ
1. Use smart card
new ID
2. Use
3. Use + Q
VN
But, detailed specs are not public
[ ]
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Interpretation — relay R scure

Relay of transaction (a.k.a. Virtual Pickpocketing)

-

\_

Contactless
Chip Reader

~

J

Smart
card

A\

\/ <25 cms

Relay device
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Interpretation — relay (cont) R scure

Relay of transaction
of cryptography in application protocol
e But, payment must happen
attack, compared with existing fraud methods

e Countermeasures

(e.g. distance bounding crypto protocol)

Smart
card

\’ <25cms
Relay device
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Cardholder consent developments R scure

Control the NFC credit card
via a mobile

Credit card with button
or a screen
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3. RFID virus
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Interpretation of the story

1. Malicious tag talks to reader

2. And, manipulates database field

3. Database creats new malicious tags

R scure

 Yes, but to any system that doesn’t perform “input data” validation

* Not specific to contactless

)
N—

-

Database

N—

Public

\_

Contactless
Chip Reader

~

J

1. Anyone can send
data to reader
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s contactless indeed so vulnerable? R scure

* Privacy violations were
 Good solutions , but not in each and every case
IS a key defense , but not

IS more than just contactless chip security

« Media a message meant for designers
1. What type of contactless technology?

2. Is it a new fraud scenario?

3. What is the bigger risk management picture?

4. Who is financially liable?
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Discussion R scure
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Rotterdamseweg 183c
2629 HD Delft

The Netherlands

Thank you
Harko Robroch

Managing Director
Phone: +31 (0)15 2682664
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