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Overview

• How contactless technology works

• What are the attack opportunities?

• Interpretation of reported cases 

• Is contactless indeed so vulnerable?
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How contactless technology works

Contactless
Chip Reader

Tag

Database

Smart
card

< 1.5 meters

< 10 cms

Tag

• Vicinity

• ISO 15693

• EPC

Smart card

• Proximity

• ISO 14443

• NFC

• Felica
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Contactless smart card

Antenna for energy + data transmission

Plastic payment card Contact interface (optional)

Die of chip
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Reading distances smart card

Contactless
Chip Reader

Smart
card

< 7 meters
reader signal

< 4 meters
chip signal

Eavesdropping

Active
communication

< 25 cms

Sources

1. Gerhard P. Hancke, Practical Attacks on 

Proximity Identification Systems (Short 

Paper)

2. Finke, T., Kelter, H., Radio Frequency 

Identification - Abhörmöglichkeiten der 

Kommunikation zwischen Lesegerät und 

Transponder am Beispiel eines ISO14443-

Systems, Bonn 2004
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Used for payment?

Contactless
Chip Reader

Tag

Smart
card

Tag

• Tag used at petrol stations

• Further limited usage

Smart card

• Used by national & 

international schemes

• Also used in EMV
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What are the attack opportunities?

Contactless
Chip Reader

Tag

Database

Smart
card

1. Anyone can send 
data to reader

3. Eavesdropping

2. Rogue reader

Protect against

1. Unauthorized payment

2. Privacy violation
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An interpretation of reported cases

1. Tags for payment

2. Contactless credit cards

3. RFID virus
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1. Tags for payment 
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The story

What happened?

• Tag is implanted in arm by night club in Barcelona

• Tag links to customer account (Euro 1,000)

• Customer pays drinks with tag

• Researchers eavesdropped on tag and cloned it

An issue?

• Yes, easy to clone

• Should implement good crypto

• Limited hardware: not (yet) OK for payment if 

you don’t control the environment

• Case of limited crypto: ExxonMobile Speedpass

source: www.engadget.com

source: former rfidanalysis.org
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and, zap the chip with a camera

• Chaos Computer Club (GER) demonstrated this in 2005 on a tag

• Inconvenient if this happens
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2. Contactless credit cards
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The story

What happened?

• Credit cards got contactless smart card

• Easy add-on to terminals

• Payment schemes designed new protocols

• Researchers found in 20 credit cards (2006)

1. Clone a card & re-use it

2. Privacy violation 

3. Replay of transaction

4. Relay of transaction
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Interpretation – privacy & clone

• Indeed, not so clever to use the same PAN

• But, expecting few cards with this

(Against practice of payment schemes)

• Extension of magstripe cloning and 

privacy problem

PAN Name ExpDate

PAN Name ExpDate

newID

��� �
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Interpretation – clone & replay 

• Replay not feasible with a unique transaction code

• Implementations differ a lot

Protocols seem to cater for this

1. Use smart card secret key

2. Use challenge response

3. Use transaction counter + unique code

But, detailed specs are not public

new ID

newID DynCVV

�
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Interpretation – relay

Relay of transaction (a.k.a. Virtual Pickpocketing)

Contactless
Chip Reader

Smart
card

Relay device

< 25 cms

Relay
token

long distance
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Interpretation – relay (cont)

Relay of transaction

• Independent of cryptography in application protocol

• But, payment must happen real-time

• Advanced attack, compared with existing fraud methods

• Countermeasures

– Detect token distance (e.g. distance bounding crypto protocol)

– Cardholder consent

Contactless
Chip Reader

Smart
card

Relay device

< 25 cms

Relay
token

< kms
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Cardholder consent developments

Credit card with button 
or a screen

Control the NFC credit card
via a mobile
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3. RFID virus
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Interpretation of the story

What happened?

1. Malicious tag talks to reader

2. And, manipulates database field

3. Database creats new malicious tags

An issue?

• Yes, but to any system that doesn’t perform “input data” validation

• Not specific to contactless

Contactless
Chip ReaderDatabase

1. Anyone can send 
data to reader
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Is contactless indeed so vulnerable?

• Privacy violations were unnecessary

• Good solutions are being used , but not in each and every case

• Proximity is a key defense in practice , but not in theory

• Risk management is more than just contactless chip security

• Media sensationalise a message meant for designers

When you next read a story

1. What type of contactless technology?

2. Is it a new fraud scenario?

3. What is the bigger risk management picture?

4. Who is financially liable?
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Discussion

Thank you
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