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Company profile

e Specialised in

e Clients in North America, Europe and Asia
e Performs chip security evaluations

to work on Java Card
Security and Side-Channel Analysis

e Based in Delft, the Netherlands
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ePassport Privacy Attack

— Protection mechanisms
— @ border control
— Basic Access Control (BAC)
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Protection mechanisms

-

Source: B. Jacobs, KUN, 2005
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(chip) authentication

« Certificate signed by national governments
* No protection against cloning

 Reader gets passport public key
e Passport signs challenge with RSA private key
* Private key on passport protects against cloning
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Basic Access Control

(Reader authentication)

1. Reader reads MRZ data

2. Static access keys are derived
from MRZ data

e > 3. Encrypted channel opened
\

R scure




@ border control

1.OCR reader reads MRZ data

2. Contactless reader reads
chip contents
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ePassport Privacy Attack

— Attack principles
— Analysing key strength
— How to execute it
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Privacy attack principles

e Legacy passport can only be read by person that has
to your passport

« Digital passport can be read by anyone who can
on encrypted communication

the secret key

In this presentation, we will analyse the key strength
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Analysing key strength (1)

First analysis
within 5 years: 5*365 = 1825 values
can be guessed: 10*365 = 3650 values
“N” + 8 digits
— Entropy

Guessing requires testing every key candidate:
2*SHA-1 &7 * Triple-DES 2 - 3 pus on fast PC

Brute forcing seems not feasible for low-end attacker
(>35 years), but feasible for high-end attacker ->
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Analysing key strength (2)

We collected several Dutch passport numbers
Typical number: N F385 8053

It appears that they are issued sequentially...
Increase about 50,000 per day...
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Analysing key strength (3)

100 million numbers in 5 years -> 10 times faster than
expected, considering 15 million citizens

The last digitis a , making the number space
10 times smaller

(7*x1 + 9*x2 + 3*x3 + 7*x4 + 9*x5 + 3*x6 + 7*X7 + 1*x8) mod 10 =0

Passport number: N 3
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Analysing key strength (4)

 Entropy of key was Basic Access Control
1. Readerreads MRZ data

2.  Static access keys are
derived from MRZ data

3. Encrypted channel opened

 With passport number predictability reduced
« This takes on standard PC

R scure This is NOT a cloning issue !!!



How to execute It

1. Get/build for
eavesdropping

between
passport and reader (up to 5 metres)

, compare with eavesdropped results:

e Try 5,000 passport numbers per expiry day
(5 years)
e Try date of birth in 10-year window

4. When successful,
to decrypt the rest of the eavesdropped data
exchanged between card and terminal
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Protection mechanisms

C D>=<

Source: B. Jacobs, KUN, 2005
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ePassport Privacy Attack

— Recommendations

— Observations

— Distances & 1S014443
— Privacy attack scenarios
— Rest of the world?

— Realistic threat?

— Summary
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Recommendations

 |ICAQO: change of specifications

o Country: increase entropy of BAC static key in
passports, e.g. by

e Possible to improve to

o Country: before
Implementing it

Note that passports

R scure



Observations

What if you with passport
numbers and issuance dates  entropy may further
lessen

Governments are to change passport
numbering scheme (due to costs?)

People are busy developing

eavesdropping equipment will become widely available
In next two year

Note that some countries
Governments tend to worry about cloning, not privacy
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Distances & 1S014443

Specs prescribe operating distance < 10 cm
Attacker is interested in

with chip <05m

Eavesdropping on <5m
Eavesdropping on <25m
Max distance depends on &
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Privacy attack scenarios

e Eavesdrop on chip break BAC &

« Eavesdrop on terminal break BAC only, no data
e Communicate with chip need BAC first, then

Note: interference can make eavesdropping difficult
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Rest of the world?

BAC+? No, according to spokesman NL Min Home
Affairs (Mon April 24, 2006)

promises to change the numbering scheme by Aug 1

uses all 10 digits, but allocate blocks of numbers
to regions  same problem

uses seguential scheme  same problem

finally BAC, and shielding in cover? No info on
numbering scheme applied.

IS a problem, but most countries use it
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Realistic threat?

« Not realistic, too difficult to get close to a passport and
reader for eavesdropping

However, think of the following
did we design BAC?
 Mechanism does not offer what it was designed for
« Weak BAC ?
« Distances for eavesdropping will improve over time

Question: do the costs of changes outweigh the bene fits?
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Summary

passport specs on privacy
 No changes to BAC from ICAO In near future

« Country can easily further
with predictable passport numbers

e Country can increase privacy protection via
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Thank you!

robroch@riscure.com
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